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Introduction
4ÈÉÓ ÉÓ Á ÖÅÒÙ ÌÁÒÇÅ ÔÏÐÉÃȟ ÁÎÄ ) ÄÏÎȭÔ ÈÁÖÅ ÁÌÌ ÔÈÅ ÁÎÓ×ÅÒÓȢ 
)ÎÓÔÅÁÄȟ )ȭÌÌ ÃÏÎÓÔÒÁÉÎ ÔÈÉÓ ÔÁÌË ÔÏ ÔÈÅ ÂÁÓÉÃÓȡ

·Theory (brief, incomplete)

·0ÒÁÃÔÉÃÅ ɉ×ÈÁÔ )ȭÖÅ ÄÏÎÅ ÉÎ (ÕÍÁÎ 2ÅÓÏÕÒÃÅÓ ÁÎÄ ÁÔ 
CA&ES at UC Davis)
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Workshop Outline
·Explain OpenBSD
·Review Virtual Machine + Lab Setup (~15 minutes)
·Brief introduction to working with OpenBSD
·Discuss configuration tools and methodology
·Discuss firewall theory and practice
·Discuss UCD-specific firewall configuration and practice
·Basic principles of pf
·Install a basic ruleset (~15 minutes)
·Basic pf.conf and pfctl syntax
·Adding necessary services
·Installing a better ruleset (~15 minutes)
·vi, RCS, pf.conf, pfctl , pftop, ping, tcpdump
·Optimizing your ruleset (remaining time)

3



Workshop Methodology
The emphasis is on building a firewall ɀthis is not a multi -user box
· $ÏÎȭÔ ÁÄÄ ÕÎÎÅÃÅÓÓÁÒÙ ÐÒÏÇÒÁÍÓ ɉÅȢÇȢȟ 8ΫΫɊ
· $ÏÎȭÔ ÁÄÄ ÃÏÍÐÌÅØ packages (e.g. Gnome)
· $ÏÎȭÔ ÃÏÍÐÒÏÍÉÓÅ ÙÏÕÒ ÆÉÒÅ×ÁÌÌ ÂÙ ÒÕÎÎÉÎÇ ÏÔÈÅÒ ÓÅÒÖÉÃÅÓ
· Explicitly run commands from path (e.g., /usr/local/bin/ cvsupinstead of 

cvsup)
· Build from trusted, known source

You should be able to easily monitor processes on your firewall, because you 
should know every process

OpenBSDÁÌÌÏ×Ó ÙÏÕ ÔÏ ÒÕÎ Á ȰÔÕÎÅÄȱ ÆÉÒÅ×ÁÌÌ ×ÉÔÈÏÕÔ ÂÅÉÎÇ Á 5.)8 guru

A good ruleset methodology (sound familiar?):

Test ɀ> Debug ɀ> Fix ɀ> Save

Pftopɀ> tcpdump ɀ> vi ɀ> ci ɀl

This is a lab! You will learn as much or more from your mistakes as your 
ÓÕÃÃÅÓÓÅÓȢ 4ÈÉÓ ÉÓ ÎÏÔ ÙÏÕÒ ÐÒÏÄÕÃÔÉÏÎ ÎÅÔ×ÏÒËȟ ÄÏÎȭÔ ÂÅ ÁÆÒÁÉÄ ÔÏ ÓÃÒÅ× 
things up!
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Security
Security is like insurance:
·7ÈÅÎ ÉÔ ×ÏÒËÓ ÉÔ ÄÏÅÓÎȭÔ ÁÄÄ ÁÎÙÔÈÉÎÇ ÔÁÎÇÉÂÌÅ

·But when it fails, you see newspaper headlines

·Everyone wants it to be as cheap as possible

·Liability vs. Exposure

Defense in depth

5



Information Security Services 
·Confidentiality*
·Ȱ4ÈÅ ÃÏÎÃÅÁÌÍÅÎÔ ÏÆ ÉÎÆÏÒÍÁÔÉÏÎ ÏÒ ÒÅÓÏÕÒÃÅÓȢȱ

·Integrity*
·ȰȣÔÈÅ ÔÒÕÓÔ×ÏÒÔÈÉÎÅÓÓ ÏÆ ÄÁÔÁ ÏÒ ÒÅÓÏÕÒÃÅÓ ȣ ÐÈÒÁÓÅÄ ÉÎ ÔÅÒÍÓ ÏÆ 
ÐÒÅÖÅÎÔÉÎÇ ÉÍÐÒÏÐÅÒ ÏÒ ÕÎÁÕÔÈÏÒÉÚÅÄ ÃÈÁÎÇÅȢȱ

·Availability*
·Ȱ ȣÔÈÅ ÁÂÉÌÉÔÙ ÔÏ ÕÓÅ ÔÈÅ ÉÎÆÏÒÍÁÔÉÏÎ ÏÒ ÒÅÓÏÕÒÃÅ ÄÅÓÉÒÅÄȢȱ

·Accountability
·Knowing how the systems are being used

*&ÒÏÍ -ÁÔÔ "ÉÓÈÏÐȭÓ Computer Security Art and Science
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Types of Attack
Disclosure

· Snooping (Confidentiality)

Deception
·Modification (Integrity)
·Masquerading/Spoofing (Integrity/Authentication)
· Repudiation of Origin (Integrity)
· Denial of receipt (Integrity & Availability)

Disruption
·Modification

Usurpation
·Modification
·Masquerading/Spoofing

·Delay (Availability)
·Denial of Service (Availability)
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Types of Attackers

Attackers generally fall into one of three categories:

·Crackers (professionals, organized crime, etc)

·Script Kiddies (amateurs)

·Disgruntled employees
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Typical Phases of Attack
·Reconnaissance

·Denial of Service

·Acquire a user account

·Access resources over the network

·Avoid detection

·Exploit physical access to resources

·Avoid legal prosecution

Adapted from Windows NT Security: Step-by-Step, by Jason 
Fossen and Dr. Jesper Johansson, published by the SANS 

Institute
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Access Points
·Webservers

·Mail servers 

·Database servers

·File servers

·Workstations
·Web browsers (Cross-Site Scripting)

·Mail clients

·IRC/Chat clients

·P2P Sharing
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Managing Risk 
· Vulnerability

· Internet connections
· Remote access points
· Connections to other organization
· Physical access
· User access

· Threat
· Access
· Knowledge
· Motivation

Vulnerability + Threat = Risk
(Adapted from Network Security: A Beginners Guide, by Eric Maiwald, published by 

Osbourne/McGraw-Hill)

NO MAGIC FORMULA: How you quantify this depends upon your organization
Security mitigates, but does not eliminate, Risk
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2006 CSI/FBI Computer Crime and 
Security Survey
·65% Virus
·47% Laptop/mobile theft
·42% reported Insider Abuse of Net Access totaling $11M in damages
·45% reported Unauthorized Access by Insiders
·25% reported Denial of Service attacks totaling $65M in damages
·15% System penetration
·14% Abuse of wireless network
·9% reported Theft of Proprietary Information totaling $70M in 

damages
·9% Financial fraud
·8% Telecom fraud
·6% reported Misuse of public web application
·6% Web site defacement
·3% Sabotage

Full online report available at 
http://www.abovesecurity.com/doc/CommuniquesPDF/FBISurvey200
6.pdf
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Dollar Amount Losses by Type (per respondent)

· Virus [$15.7M]
· Unauthorized Access by Insiders [$10.6M]
· Laptop Theft [$6.6M]
· Theft of Proprietary Information [$6M]
· Denial of Service [$2.9M]
· Financial Fraud [$2.5M]
· Insider Abuse of Net Access [$1.8M]
· Telecom Fraud [$1.2M]
· System Penetration [$758K]
· Phishing where organization fraudulently represented [$647K]
· Abuse of wireless network [$469K]
· IM Misuse [$291K]
· Misuse of public Web app [$269K]
· Sabotage of data or network [$260K]
· Web site defacement [$162K]
· Password sniffing [$161K]
· DNS server exploit [$90K]
· Other [$885K]
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SANS Top 20 Internet Security Attack Targets 
(2006 Annual Update)

1. Internet Explorer
2. Windows Libraries
3. Microsoft Office
4. Windows Services
5. Windows Configuration Weaknesses
6. MacOSX
7. UNIX Configuration Weaknesses
8. Web Applications
9. Database Software
10. P2P File Sharing Applications
11. Instant Messaging
12. Media Players
13. DNS Servers
14. Backup Software
15. Security/Enterprise/Directory Management servers
16. VoIP Servers and Phones
17. Network device Configuration Weaknesses
18. Excessive User Rights and Unauthorized Dvices
19. Users (Phishing)
20. Zero Day attacks
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What is OpenBSD?
· The OpenBSDproject was started by Theo de Raadt

· http://www.openbsd.org
· Based upon 4.4BSD UNIX

· A general-purpose operating system
· Ȱ&ÒÅÅȟ ÆÕÎÃÔÉÏÎÁÌȟ ÁÎÄ ÓÅÃÕÒÅȱ

· Source code audited to proactively fix security bugs since 1996
· Full disclosure of any vulnerabilities found

· Security integrated throughout the operating system:
· All unnecessary services turned off by default
· Pf, or packet filter, an advanced in-kernel firewall
· Integrated cryptography throughout

· Kerberos (IV, V)
· Integrates OpenSSH, a free replacement for insecure utilities ftp, telnet, r*

· http://www.openssh.org
· Same team that develops OpenBSD

· IPSEC
· Blowfish
· Hardware cryto-acceleration cards
· One-time passwords

· Daily insecurity report mailed to root
· Uses mtree, directory hierarchy mapping program
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What is OpenBSD ? Part 2
· New releases occur approximately every 6 months, in June and December

· Upcoming features in OpenBSD4.2 (December 2007)
· Pf speed improvements (mbuf tags, interrupts, checksumming, forwarding, ~135% improvement)
· Support for 10Gb NICs (Neterion, Tehuti , Intel)
· Processor, SMP speed improvements (faster TLB shootdown)
· Improvements to pkg_* utilities

· Man pages, FAQs, changelogsare useful, up to date, and worth reading
· http://www.openbsd.org/cgi -bin/man.cgi
· http://www.openbsd.org/faq/index.html
· http://www.openbsd.org/faq/pf/index.html
· http://www.openbsd.org/plus.html

· Easily upgraded from source via CVS, CVSup/CSup, or patching (e.g. tepatche, 
http:// www.gwolf.org/soft/tepatche /)
· -current branch incorporates latest and greatest
· -stable branch includes all known bugfixesand vulnerability patches
· Config files all located in /etc 

· Offers binary emulation of other operating systems (Linux, HP-UX, FreeBSD, 
Solaris, BSD/OS)

· Two remote holes in the default install in 10 years (sshdɀ6/2002, ipv6 ɀ3/2007)

16

http://www.openbsd.org/cgi-bin/man.cgi
http://www.openbsd.org/cgi-bin/man.cgi
http://www.openbsd.org/cgi-bin/man.cgi
http://www.openbsd.org/faq/index.html
http://www.openbsd.org/faq/pf/index.html
http://www.openbsd.org/plus.html


Working with OpenBSD, Part 3
·/ÔÈÅÒ ÕÔÉÌÉÔÉÅÓ ×ÅȭÌÌ ÍÅÅÔȡ
·ci, co, rcsdiff (Revision Control System)

· ifconfig (configure network interface parameters)

·brconfig (manipulate bridge interfaces)

·pfctl (pf control utility)

· tcpdump (dump traffic on a network)

·cron (schedule daemon)

·ps (process status from kernel)

· top (display and update info about top CPU processes)

·mount, umount (mount or dismount filesystems)

·shutdown, reboot (shutdown or reboot system)
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Working with OpenBSD, Part 4
·All configuration files stored in /etc
·shells

·cvs-supfile

·hostname.if (one per NIC)

·bridgename.if

·pf.conf

·fstab

·All devices in /dev

·All logs stored in /var/log
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Installing Utilities
· OpenBSDsoftware can be installed 3 ways (in order of preference):

· Packages 
· Ports
· Tarballs

· Add a package with pkg_add:
· pkg_addɀv ftp:// ftp.openbsd.org/pub/OpenBSD/4.1/packages/i386/cvsup-

16.1hp0-nox11.tgz

· Delete a package: with pkg_delete:
· pkg_deletepftop-0.5.tgz)

· To view information about installed packages
· pkg_info (e.g., pkg_info ɀa)

· In all cases, you are compiling software on your system
· Packages resolve dependencies, install, and record info in /var/db/ pkg (e.g., for 

uninstallation )
· Ports get source code from trusted sources and compile packages
· http://www.openbsd.org/faq/faq15.html
· You are on your own with tarballs
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Man pages you should read (eventually)
All man pages for commands listed, plus:

·afterboot

·config

·pf, pf.conf, pfctl

·rcsintro

·rc, rc.conf

·sysctl, sysctl.conf
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